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Schema describes ‘Virtual Tables’
• Published Schema https://www.osql.io/schema/
• Derived from /specs/*.table files

(these files going away in future?  Pull data from instances?)
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db = sqlite3_open(":memory:")

register_my_tables(db)
register_my_functions(db)

stmt = sqlite3_prepare_v2(db,
“SELECT * FROM processes”)

while (!done) :
sqlite3_step(stmt)
results += extract_row(stmt)



Virtual Table
Example

generate()



Convert To
String



QueryData genStuff(QueryContext& context)

QueryContext provides:

• What columns were requested?

• Constraints 
e.g.    path == ‘/usr/bin/grep’
e.g.    path LIKE ‘/usr/bin/%’



Getting Constraints: indexes



‘groups’ table spec file



struct sqlite3_module {

• xBestIndex
• xFilter
• xNext
• xEof
• xColumn
…

}



struct sqlite3_module {

• xBestIndex
• xFilter
• xNext
• xEof
• xColumn
…

}

.table spec

generate()
osquery
glue

osquery/sql/virtual_table.cpp



xBestIndex :
Who’s better?

Sqlite3       osquery

Table : processes
Constraints :

column : pid
operator : EQUALS



Example 1: no index

SELECT * FROM processes
WHERE path LIKE ‘/usr/local/%’

xBestIndex (column: processes.path, op:LIKE)
xFilter ()
xNext – row data
xNext – row data
xNext – row data
...
xNext - DONE

genProcesses()



Example 2: using index

SELECT * FROM processes
WHERE pid IN (1,4,20,100,200,300)

xBestIndex (processes.pid, op:EQUALS)
xFilter (pid == 1)

xNext – row data
xNext - DONE

xFilter (pid == 4)
xNext – row data
xNext - DONE

xFilter (pid == 20)
xNext – row data
xNext - DONE

…

genProcesses(pid == 1)

genProcesses(pid == 4)

genProcesses(pid == 20)

...



Example 3: JOIN on index
SELECT * FROM listening_ports
LEFT JOIN processes USING (pid) WHERE protocol=6

xBestIndex (listening_ports.protocol, op:EQUALS)
xBestIndex (processes.pid, op:EQUALS)
xFilter (listening_ports)
xNext – row data
xFilter (processes.pid = ?)

xNext row data
xNext - DONE

xNext – row data
xFilter (processes.pid = ?)

xNext row data
xNext – DONE

xNext - DONE
…

genListeningPorts()

genProcesses(pid == ?)

genProcesses(pid == ?)

...



But How Can I Check?



osqueryd -S --verbose=1 --planner=1



Table Implementations





Most table implementations assume:
- generate() called once
- all constraints come in together in a list.



Optimize by not doing extra work 
when columns not requested.



Persistence : rocksdb



std::multiset<Row>

Rocksdb

“some_query”
stored results JSON

“some_query”
results QueryData

JSON 
serializer

Diff

logResult(“some_query”,row)

JSON string



std::multiset<Row> prevResults
DiffResults r

foreach(row)
if prevResults.find(row) :

prevResults.remove(row)
else
r.added(row)

foreach(prevResults):
r.removed(prevRow)

osquery/core/query.cppDiff pseudo-code



Rocksdb is a key,value database.

Database keys for scheduled queries:

“query.<query_name>”

“cache.<query_name>”

“<query_name>_counter”

“<query_name>_epoch”



Batches
- events codepath has added support for setDatabaseBatch()
- no need to acquire lock for each row

BufferedLogger (aws_kinesis, tls)
- Uses rocksdb to cache results. Adds lots of DB churn.

- no logStringBatch. Adding / removing each result is slow on windows.



Events





Event Lifecycle (Buffered Logger)

Event Subscriber

Event Producer

recordEvents()
events.cpp

Windows
Event 

rocksdb

JSON

data.windows_events.3792

Scheduler
thread

SELECT *
FROM windows_events
WHERE blah…

every N minutes…

records.windows_events.3792

1.
CACHE

2.
FILTER

Events 
Framework

Log Matching Results

TODO: add logBatch()

readwrite

delete



Keys for Events tables

• data.<table>.<eid>
• eid.<table>                # last
• records.<table>.60.<timestamp>
• indexes.<table>.60



Expiring

• Expiry is checked periodically
• Number of keys are queried to get ‘row count’ to see if over row limit
• Removes oldest first.  Limit -



osquery bug 5379: 
Index on everything



Step 1 : Analyze surprisingly slow queries

• Make sure you have a query 
for osquery_schedule at least 
daily

• We found this one was using 
a ton of cpu.  Why?



- Serial_number column is not indexed.
- But osquery is telling sqlite it is.
- So authenticode table is queried 55 times!

(once for each value IN list)



It turns out that osquery is telling
SQLite that it has an INDEX for everything.

INDEX means:
You can quickly lookup and return one row

So for tables that didn’t implement an index,
Table will return all rows for each call



Questions?

Thank You.

@packetzero
github.com/packetzero

Alex Malone


